eSign User Guide

Document Version 1.2 | 23-Jul-2021

@ emudhra
Trust Delilvered

© eMudhra. All rights reserved. No part of this document may be photocopied, reproduced, distributed or
otherwise made available in any form/manner to any third party without the prior written permission of
eMudhra. Usage of logos are for this document purposes only. Company Name, Products and product names
mentioned in this document may be trademarks or registered trademarks of their respective owners.



Trust Delivered

@emudhra \ /

Copyright

Copyright © eMudhra. All rights reserved. The information in this document is intended for
purposes stated in the document. The document has been prepared to be used by professional
and properly trained personnel, and the customer assumes full responsibility when using it.

This document and the product it describes are considered protected by copyright according to
the applicable laws.

Disclaimer

The information or statements given in this document concerning the suitability, capacity, or
performance of the mentioned hardware or software products cannot be considered binding but
shall be defined in the agreement made between eMudhra and the customer. However,
eMudhra has made all reasonable efforts to ensure that the instructions contained in the
document are adequate and free of material errors and omissions. eMudhra will, if necessary,
explain issues, which may not be covered by the document.

Published by
eMudhra

www.emudhra.com | info@emudhra.com



http://www.emudhra.com/
mailto:info@emudhra.com

@emudhra |

Table of Contents

1. Mapping eMudhra €SigN SIGNEE ID ........ccoriieiiiiriiree ettt eee 4
2. eSign Enrolment and SUbSCHPLION FIOW ... 6
2.1 SUDSCIIPTION ..ottt b ettt bbb se bt e e bt eseebebeseebetessebeseasesetessesesens 7
2.2 ENFOIMENT. ...ttt bbbt 9
2.2.1 ABANGAT ... bbb bbb bbbttt 9
2.2.1.1 Downloading Aadhaar XML from UIDAL portal..........cccceceeiiiiieiiieieesieeeecreeete e 11
2.2.2 PAN .ttt R AR AR bRt E e ARt t e s et e e e et teeas 12

3  Digitally Signing @ DOCUMENE USING ESIGN .....cvouiiiiiiiiieieirerie ettt 15
G SUPPOI. .ttt ettt sttt bbbt sttt h Rt e AR £k R e e A e Rt e A e Rt et h e Rtk e Rt e ket et et ene et ese e ses et et enens 16



eemudhra

Trust Delivered

1. Mapping eMudhra eSign Signer ID

To digitally sign documents in the Patents Office India, the user has to enroll at the main page
or use existing login. User can follow “eFiling Patents” link for their enrolment under: E-
Gateways at the website https://ipindia.gov.in

Home | About Us | Who's Who | Policy & Programs | Achievements | RTI | Feedback | Sitemap | Contact Us | Help Line

skip to Main Content | Screen Reader Access | A- | A | A+ A English v

% Office of the Controller General of Patents, Designs & Trade Marks 8% Department for Promotion of OEE
1 Department for Promotion of Industry and Internal Trade & Industry and Internal Trade » )
Ministry of Commerce & Industry, bt Government of India —— INTELLECTUAL
' Government of India ﬁROPERIY lN.?.I.A
R AA ; otsca

About Us » Administration « Contact Us Publications « Cause list O‘

E-Citizen »

Service Matters IP Awareness

E-Gateways

Home > Notice > E-Gateways https://ipindia.gov.in/e-gateways.htm E Gty

Comprehensive E-Filing

Zatent, E— Public Search Public Search

Dynamic Utilities

Comprehensive E-Filing

Payment of fee witl spect to the Patent Agent (7 g

patents

If user does not have an account, click on ‘New User? Sign Up’ to enroll for eSign. A new
window will open.

Home | Contact Us | Feedback | FAQs | Sitemap New User? Sign Up | Recent Updationsnew

} Office of the Controller General of Patents, Designs & Trademarks
Department of Industrial Policy & Promotion.
Ministry of Commerce & Industry.

Government of India

E-Filing of Patent Applications

Login With: Information/Insrtuctions
@basoword Important! Please Read « E Signature FAQs

o . Digital Signature FAQs

Digital Signature B Where to Procure and how to Map Electronic Signatures?

« General FAQs
Al « User Guide

u N = 2 booana = i i i i i
zerbiame: + Web URL to procure esign for individual or Organization e Rigiskation sod InetsiEton Detalls

Password:

Please note that the payment gateway is not available between 2300 HOURS and

Cantcha: 0030 HOURS in the e-filing module due to bank reconciliation process. New Feeds

S LMIEO 1L C oy

New User? Sign Up
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The user must select the applicant type from the dropdown box under the new user registration
form section. (Refer the screenshot below).

Governmen of India [l
Ministry of Commerce & Industr,

Department of Industrial Pelicv & Promation

Controller General of Patents Design & Trade Marks

Online Filing Of Patents g

INTELECTUAL
PROPERTY INDIA

New User Registration Form

Fields marked with an asterisk * are required.

Typeof Applicant:

Matural Person

Agent
Organization/Legal Entity
Small Entity

Seartup

Select “electronic signature” option to proceed with eSign. Follow the link to enroll and/or
subscribe for eSign.

T
Ministry of Gommerce & Indust:
Department of Industrial Policy & Promotion e [ Y
Controller General of Patents Design & Trade Marks .i,
=== Online Filing Of Patents INTELLECTUAL
PROPERTY INDIA

New User Registration Form

Fields marked with an asterisk * are required.

Type of Applicant

Natural Person

Signature Detalls

Select you want to Register With

@®Electronic Signature  ODigital Signature

) Q:wnatare Electronic Signatures?

A| A:Please read here hitps:

g on/Extras/FAQESIgn.aspx
B @:How to Procure Electronic Signatures?

A| A: At present Ms e-Mudhra, esign service provider has been authorized and integrated to offer the service. Users may visit the follow URL to procure esign for individual or
Organization:https:/esign.e-mudhra.com/Ul/subseriptionPlanNewlser jsp2src=cd4ead Sfdecd48ecac24f

Enter Esign ID (as registered with e-sign service provider)

Please refer the subsequent sections for the information on user enrolment.
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Once you have the enrolment information (eSign ID), user should enter the ID in the text box
and complete the form.

GAVErNMEnt of I Pt (W0
i ommerce & Industy

Department of Industrial Policy & Promotion [e)

Controlier General of Patents Design & Trade Marks

"™ Online Filing Of Patents

INTELLECTUAL
PROPERTY INDIA

New User Regisiration Form

Fields marked with an asterisk * are required.

Type of Applicant:

Organization/Legal Entity -

Signature Datsils

Select youwant to Register With:

@Electronic Signaturs  ODigital Signature

Enter Esign ID (a5 registered with 2-sign service provider)

Select Name of Esign ID Servics Provider

eMudhra v

User Detsils

Select an 1D and Password
User ID {not more than 10 char)

rajkumar

User Dz zvalable

This completes the mapping eSign Signer ID.

2. eSign Enrolment and Subscription flow

eSign enrolment is a onetime process to get the Signer ID (eSign ID). User should also
purchase a signing plan to enable online signing from their account.

Once user clicks on enrolment link, following portal will be displayed. Enter *Your Name’, ‘Mobile
Number’, ‘Email ID’ and ‘Login PIN’ to create your account for eSign. Click on ‘Create Account'.

emudhra esign .. conTacT Us

O Create Your Account
~—— Sign up to create your eSign account
Join 10 Crore + people who have eSigned
documents digitally

Your Nams =

Mobile Number *

Save 100% of your courier costs &
thousands of rupees of Tomer & Paper.

© eMudhre. All Rights Reserved .
- e o - P - N - - . s Wisit s on: 0
For terms of service. privacy policy and disclaimer. please visit ww. mudhra.com ODOOODO
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The user should enter the OTP sent in the registered mobile number. Click on ‘Verify OTP’.

ermudhr= esign W conracrus

Vverify Mobile
Enter verification code sent to your
FAGDIIE MuMmBer X
Join 10 Crore + people who have eSigned

documents digitally

e SR

An OTP nas been sent to your moblie via
SMS. Prease enter and verity

Mobile OTP

e ot e e e o e e b e e I P I vermon: (D D O MO

2.1 Subscription
The user can select the preferred plan for subscription.

emudhra eSign ﬁp.“ CONTACTUS

Hello rajkumar

Below are the available eSign plans. Please choose a plan and continue.

One Year - Unlimited Signing One Year 100 Transactions
price ¥ 500 #1068 price ¥ 250
You Save: 500
CONTINUE CONTINUE
w | 365 Days Validity w 365 Days Validity
v Unlimited Transactions for eSign + 100 Transactions for e5ign

Do you have an Voucher?

Join 10 Crore + people who have eSigned documents digitally

(=) Save 100% of your courier costs & thousands of rupees of (5 Keep track of all your signed documents and share it as
"~ Toner & Paper. — you may need.
(;:I Sign from anywhere, anytime, at the click of a button. (;:I Fulfill the Digital India Vision.

© eMudhra. All Rights Reserved.
- _ - L - . R L. . Visit s on: #
For terms of service, privacy policy and disclaimer, please visit www.emudhra.com
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The user must enter the billing information and click on ‘PAY’ to make the payment.

Billing Information

Billing Name = Ruma PAYMENT SUN

Address =
Plan Cost Rs. 250

You have saved Rs
18% GST Rz 450

s GSTIN available? OYes ®No

Taxes extra

District/City = BengaluruRure w | Fosal Code® | 560103 Apply Coupon

=

The user should select their preferred payment method and complete the payment for
subscription.

(@emudhra PayU'biz

Amount: Rs. 296.00 Transaction ID: KYC5284220210709143217

Choose a payment method PayL is now Faylfbiz
| Credit Card
Card Type ® VISA e) ORuPayy O[]
Debit Card
Card Number | |
Net Banking
Name on Card | |
Paytm
CWV Number | |What is CVV number?
~
G Pay
Expiry Date | Month A | ‘ Year V‘
UPI

Note: In the next step you will be redirected to your bank’s website fo verify yourself.

Scan and Pay EQ-

or Go back to www.emudhra.com

Wallets

Note: Making Payment on PayU is 100% safe. Your transaction is processed through a secure hiips infernet connection based on secure socket layer technology.

e et : L e
ﬁf}ffﬁg SecureCode. @""’n"“’ SafeKey RuPay)
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Once the subscription has been purchased, the user can view their details in the subscription.
In case if the amount is debited from your account but transaction is failed. You can reconcile
your payment status from this screen.

RAJKUMAR

emudhra eSign Logout M

Subscribe Plans Payment History
20% Gomplete.

B Dashboard Current Plan

Q, eSign Transacs Description Price Rs.) Valid From Valig Til Action
eSign Transactions

Mo Records to display

Payment History
#  Product Payment ID Validity Payment Date Price (Rs) Payment Status Actian

1 OneYear 100 Transacions  KYC5284220210708143217 385 Day(s) 2500 Initisted Re-check payment

2.2 Enrolment
To complete the enrollment, the user can go to profile settings. The basic information has
already been updated. Hence, the user can sign up using either their Aadhaar or PAN.

2.2.1 Aadhaar

In this section, the user can see how they can enroll using Aadhaar. Select ‘Aadhaar’ in the KYC
form and upload your Aadhaar.

KYC Form PERSONAL INFORMATION

KVCMoce (@) Asdhaar PAN
+ Basic Information
Upload Aadhaar XWL* 7

Drag and drop file or Click fo upload

Personal Information >
XMLUZIP file and download Azdhaar XML from

Barn \iden

€@ Open X

« v ; # ThisPC > Downloads v & Search Downloads »r

Organize + New folder =~ OO @

W N
ame
@, OneDrive

i offlineaadhaar202107090250581

= This PC
- Documents

[ Deskiop

Documents
& o
B Music

[&=] Pictures & 5O B

No preview available.

File name: | offlineaadhaar20210709025058107 2 V| All Files ()

B offlineaadhaar2021...zip ‘ Show all ‘ X

Next, the user needs to complete the video verification. Click on *Continue to record’.
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KYC Form RECORD VIDEO

WELCOME TO RECORD YOUR VIDEO FOR ESIGN! Language | Engish
+ Basic Information

N . @] :uae: should be recorded within 30 Seconds. Hence, please keep below documents ready in your
and:

(<) Hold the mentioned documents with your fingers on the edges and show it at least for 4-5 Seconds in
Video.

(%) In the video, your face should be clear, bright and without any cap, headgear, eyeglasses. headphones
or other accessories. Click Continue to proceed

CONTINUE TO RECORD

The user will be guided to the video recording page. Read the instructions as shown below and
click on ‘Start recording’ to start the video verification.

KYC Form RECORD VIDEO x

+ Basic Information

¥ Personal Information

| am Raj Kumar, applied for Sign with eMudhra. 7-7-8 is the
Code for his Videe.

START RECORDING

Note: Please note that your Video recording will be rejeci=t if e WOE0 813 S0 Sre ot
elear.

ronment is proper

IMPORTANT NOTE

Only applicant should sppear for video verification. Any impersanation o ide criminal offence. lisble for imprisonment and fine.
under the provisions of Information Technology Act, 2000 and shall be dealt severely by eMuhra Limited.

Additional Information:

INSTRUCTIONS

temet connectivity is available throughout the recording
e video and audio being recorded are audible and visible clesriy.
dispisyed above and cick tion until you answer all the

4 the questions are answered you will get o he video and audio
5. Giick an SUBMIT buiton once the process is corr
DETAILED INSTRUCTIONS TO RECORD VIDEO +

Click on ‘Submit’ once the video recording is completed. If the user wishes to re-record the
video, they can do so as well. The video recording will be successfully submitted and the user
will receive a confirmation email once the information is verified.

10
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2.2.1.1 Downloading Aadhaar XML from UIDAI portal

To get the Aadhaar XML, the user can follow the below steps on
https://resident.uidai.gov.in/offline-kyc

User needs to enter his Aadhaar number or Virtual ID
User needs to enter security code shown there in the image
User needs to use OTP/TOTP option based on their preference

Hwn =

enrolment.

Share code is a 4-digit number. User needs to reenter it once in eMudhra portal during

G2 Main Content  +T + AA-A [ Screen Reader

W Unigue Identification Authority of India
i Government of India y,
T AADHAAR

My Aadhaar > Aadhaar Services > Aadhaar Paperless Offline e-kyc (Beta)

Aadhaar Paperless Offline e-KYC (B Frequently Asked Questions

Aadhaar Paperless Offline e-KYC is a secure and shareable document which can be used by any Aadhaar holder for

offline verification of identification. -
Use Aadhaar Freely

After entering Aadhaar/VID, create a Share Code of 4-characters. A ZIP file containing the Resident's

Paperless Offline eKYC will be password protected using the same Share Code. The file will be downloaded

. . ~
into the Resident's device/desktop. E-Aadhaar
To avail the service the resident will have to share the ZIP file, the Share Code and registered mobile number with
the service provider. mAadhaar FAQs ~
~

Aadhaar Paperless Offline e-kyc
Enter your 12 digit Aadhaar number or 16 digit Virtual ID to begin.

Aadhaar Number  Virtual ID View All

Aadhaar Number * i [}
12 Digit UID (1234/1234/1234) The new
mAadhaar app

[1zy,p ©

Please Enter Valid Captcha

My Aadhaar ~ About UIDAI ~ Ecosystem ~  Media & Resources ~  Contact & Support ~

AADHAAR

11
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g Unique ianification Authority of India

Gawarrment of nda

)

Media & Resou Contact & Suppor

My Aadhaar > Aadhaar Services » Aadhaar Paperless Offline e-kyc (Seta)
OTP/TOTP Fail 1 attempt remaining.
Aadhaar Paperless Offline e-KYC

adhaar Paperizss Offing -XYC 15 2 scure and shareable documant which can be uzed by any Azdhaar hakder for
offline verification of id tion.

(& Frequently Asked Questions

Use Aadnaar Freely h
After entering Aadhaar/VID. create a Share Code of 4-characters. A ZIF file containing the Resident's
Paperless Offline eKYC will be password protected using the same Share Code. The file will be downloaded
into the Resident’s device/desktop. E-Aadhaar e
Te avail the service the resident will have o shars the ZIP file, the Share Coda and registered mokile number with
the service provider. mAadhaar FAQs -

Aadhaar Paperiess Offiine e-kyc
Enter your 12 digit Asdhaar number or 16 digit Virtual ID to begin.

Aadhaar Number  Virtual 1D View Al

Aadhaar Number * @

im
12 Dt UID (1234123412381 The now
I I mAadhaar app
>
Send OTP or Enter TOTP
KVt iportant for Asse Nmber holder 10
AN
1 Aacwsar

2.2.2 PAN

In this section, the user can see how they can enroll using PAN based verification. The user
needs to provide his KYC data and upload documents. PAN is used as proof of identity and
driving license, voter ID, passport etc can be used as proof of address.

KYC Form PERSONAL INFORMATION

KYG Mode * Aschaar (@) PN
+ Basic Information
PAN® 2
Personal Informalion

Name (As on PAN) " 7 |..L RURIAR.

Address Information

EmsitiD- 7 [oamae, 10 ogras

Document Upload
Email OTP* 7

Record Video

Desired Usemame™ 7 |

Day Montn

Female wsle () other

VE & CONTINUE

12
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The user must record a video as per the instructions shown below. Click on ‘Continue to
Record'.

KYC Form RECORD VIDEO

WELCOME TO RECORD YOUR VIDEO FOR ESIGN! L English v
+ Basic Information anguage | Eng

(%) Video should be recorded within 30 Seconds Hence, please keep below documents ready in your

+ Personal Information
hand:

Record Video (%) Hold the mentioned documents with your fingers on the edges and show it at least for 4-5 Seconds in

Video.

(%) In the video, your face should be clear, bright and without any cap, headgear, eyeglasses. headphones
or other accessories. Click Gontinue to proceed

CONTINUE TO RECORD

The user will be guided to the video recording page. User needs to follow instructions on the
page. User needs to allow application to use his camera and microphone for recording once
requested by the browser. User needs to show his PAN card and Address proof during video
recording. These documents should be in original and same that was uploaded in previous
steps.

Wislcomas 1o Recond your video Tor aSign! Lasguagt  Englsh »

=] Video should be recorded withn £0 Saconds Hence, plaass keap Balow documents ready i your kand

= PAN Cand
v daidreis Froof

<] Yigna pitezishd stz thip int Vidied whan s Hald weth yous Tngens on the SOges and shw it 3 leagt ke 4-5 Seconds
=) In the video, your face should be clear, bright and without any cap, headgeas, eyeglasses, headphones of offer

acoessones. Chok Contrue 1o procesd -

13
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KYC Form RECORD VIDEQ

+ Basic Information
CLICK ON THE "START RECORDING" BUTTON AND FOLLOW
THE BELOW INSTRUCTIONS.

| am Raj Kumar, applied for eSign with eMudhra. 7-7-8 is the
Caode for this Video.

Please hold oniginal docur the edges and show it at least for 4-5 seconds.

START RECORDING
Mote: Please nofe that your Videa recording will be rejeCi=g I e VIGEa 2na SUd ¢
dlear.

Q© o00/0:30

“Your face will be shown in the screen if environment is proper

IMPORTANT NOTE Additional Information:

Only

INSTRUCTIONS

DETAILED INSTRUCTIONS TO RECORD VIDEO +

User clicks on ‘Submit’ once the video recording is completed. If the user wishes to re-record
the video, they can do so as well. The video recording will be successfully submitted and the
user will receive a confirmation email once the information is verified.

eMudhra approving officer will verify the records submitted and user will be intimated for same
by email ID provided during the registration. Once the information is verified, the user will
receive an email confirmation mail as shown below.

||
.f

pes =

Congratulations!

Your eKYC account has been successfully activated.

eKYC Account Usemame:=

Click Here to login to eKYC Subscriber portal.

Thank you,
Team eMudhra

Copyright © eMudhra. All rights reserved.
This is an automated email and please do not reply.

14
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The user will receive an SMS confirmation alongside the email as seen below.

3 Digitally Signing a Document using eSign
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\.

VM-eMuDSC
Valid for 10 mins (From time:
09-Jul-2021 14:41).
Confidential.

Your eMudhra eKYC account

(Username: IS

has been activated.

8842 is the OTP for your

eMudhra eSign Authentication.

Valid for 10 mins (From time:
09-Jul-2021 15:11).
Confidential.

=

Whenever there is a signature required in https://ipindiaonline.gov.in, user will be taken to
online signature authentication form, where user has to authenticate with their PIN and a
onetime password (SMS OTP / T-OTP). This process happens in eMudhra’s Secure
authentication page.

Completing this authentication will perform the e-signature for the transaction/document, and
user will be taken back to https://ipindiaonline.gov.in

15
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eSign User Authentication

Documents to be signed from

1. Docinfo ePatent_Reg

View Document View Hash

Unick, if you den't want to sign this document

You are redirected here to authenticate for e5ign of below document by OFFICE OF CONTROLLER GENERAL OF PATENTS DESIGNS AND TRADEMARK. Please note the transaction ID: 090721151038773

OFFICE OF CONTROLLER GENERAL OF PATENTS DESIGNS AND TRADEMARK Signer ID

OFFICE OF CONTROLLER GENERAL OF PATENTS DESIGNS AND
TRADEMARK

Authenticate Here

PIN
Forgot PIN ?

®smsorp OT0TP

ore Resend OTP

| agree to authenticate for this rransaction using above credentials and continue to accept the terms and
conditions under my Subscriber Agreement.

Perform eSign Cancel

Protacted by raCAPTCHA and she Geogle Privacy Policy and Terms of Service apply.

@ eMudhra. All Rights Reserved,

4 Support

eMudhra is always there to hand hold
eMudhra’s online ticketing system at
expert will respond to the same.

you for a hassle-free experience. User can write to
esign.support@emudhra.com , and eMudhra’s eSign

16
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